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ABSTRACT: Information is most vital piece of cloud services so gigantic concern ought

to be given to its security. A few malicious persons can utilize Cloud computing for I|
unlawful and criminal and active use of cloud for illicit intentions is called cloud ill-use. 9

The biggest need is to maintain, manage information resources in digital format and made
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resource sharable for multiple access. Every organization is building its resources either by digitizing documents or by entering new

data in digital form. Digital resources available are maintained and are being shared frequently over Cloud Network. Cloud Server is

giving importance to its digital collections of multimedia data. Multimedia data are becoming main source of information in a library

and preferred mode of acquisition for collection development. digital materials are not secure on network by its nature. There is risk of

unauthorized use of these materials. Maximum efforts are made to create digital contents whereas less attention is given to its security

and security threats are in many forms.
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[1]Introduction

Security issues in Cloud

Security is a standout amongst most concerning issue of
Information engineering Issue. To keep authoritative or client
information is essential concern. In event that association's
information is not protected on cloud then there is no utilization
of moving from old discovery to cloud engineering. There are
parcel of Non-Profit Organization which are helping & making
mindfulness about security problem of Cloud computing. One
of such association is Cloud Security Alliance that distribute a
report in each year in regards to most famous security issues in
Cloud computing. In 2013 CSA reports they are well know
eight famous security dangers to cloud which could mischief
client's individual information without knowing them.

Video as Multimedia

Video format consists of different technology concept: one is
containers & another is codec. Containers are sometimes called
as wrappers. Container basically describes structure of file:
where various pieces are stored, how they are interleaved &
which codec are used by which pieces. It may specify an audio
codec as well as video. It is used to package video & its
components & is identified by a file extension such as .AVI,

.MP4 etc. A codec is a way of encoding audio or video into a

stream of bytes such as MPEG1, H.264 etc. It is method used to
encode video & is chief determiner of quality. A multimedia
video file comes in various formats, each of them possess a
level of popularity based on several specifications. Based on
availability & usage, most popular types of multimedia video
formats are Joint Photographic Expert Group (JPEG), Audio
Video Interleave (AVI) & Moving Pictures Expert Group
(MPEG). Mobile devices & online streaming services often use
Flash video (FLV), Windows Media Video (WMV), & 3rd
Generation  Partnership  Project (3GP). Other common
multimedia video formats include QuickTime Movie (MOV),
Matroska (MKV), & RealMedia® (RM). DivX® & OGG are

also popular among users.

HTTP Client

TCP TCP

(port 80) —' HTTP Request |—> (port 80)
<—{ HTTP Response }

Audio or video data,
but not real-time traffic

HTTP Server

Figure 1. Non-Real Time Video Streaming (Video- on

Demand)
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[2] Literature review
Rahat Afreen and S.C. Mehrotra (2011)

This paper deals with cryptography that makes use of
the public key also called as the PKC systems in short. In
systems pertaining to PKC , two keys that are entirely different
are utilized for encoding and decoding the data. The strength
and security depends on large key size as among the two keys
one is distributed and kept open to the public in PKC systems .
Previously in PKC systems the mathematical problems of prime
factorization and discrete logarithm are used. The security with
a almost eugl to the above with relatively small sizes of the key
has been promised by ECC and it has been proved. The ECC
implementation on application specific systems is the main
point focused in the field of research. The requirement of
separate crypto coprocessor can be reduced by doing a research
in the category of ECC mainly related to present various
combinations of speed optimized algorithms. Various
mathematical techniques are considered to enhance the speed
and security of ECC. [116]

Paul Kocher, Ruby Lee, Gary McGraw , Anand Raghunathan
and Srivaths Ravi (2004)

In this paper the security aspect of embedded has
been discussed in detail. A case study that takes into account the
efforts that is needed for securing the electronic systems has
been created with the increasing cases where the data from
systems concerned with embedded are being hacked and
destroyed leading to huge loss in the last few year. Systems in
the embedded world that are dedicatedly and specifically
utilized to capture the data and then storing it and accessing it
when required keeping its security sensitivity do possess a large
security and other challenges in providing the full security to the

data.

[3] Tools & Technology

Authentication Attacks In Cloud

Research studies reveal that any authentication mechanism
related to web applications & cloud should provide high
security, easy to use interface & support user mobility.

Customers prefer to access their applications from different

locations & different devices such as desktop, laptop, PDA,
smart phones, cell phones etc. Those needs pose significant
requirements to security of applications. broad range of user
requirements introduces wide range of attack vectors in cloud
that makes security of cloud applications a thought provoking
matter. Cloud service providers want to ensure that only
legitimate user are accessing their services & this points out to
requirement of a strong user authentication mechanism. But
there exists numerous attacks that could create loop holes in
authentication mechanism & hence identifying most secure
authentication mechanism within high user acceptability is a big
challenge in cloud environment. Thus an in-depth idea of
attacks on authenticity & corresponding prevention techniques
are required to draft a fool proof authentication mechanism for

cloud environment.
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Fig 2 In SubBytes step, each byte in state is replaced with its
entry in a fixed 8-bit lookup table, S; bj = S(ay).
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Fig 3 In ShiftRows step, bytes in each row of state are shifted
cyclically to left. number of places each byte is shifted differs

for each row.


https://en.wikipedia.org/wiki/File:AES-SubBytes.svg
https://en.wikipedia.org/wiki/File:AES-ShiftRows.svg
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The MixColumns step
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Fig 4 In MixColumns step, each column of state is multiplied

with a fixed polynomial c(x).

[4] Proposed Implementation

Security is becoming an escalating concern in an
increasingly multimedia defined world. recent emergence of
embedded multimedia applications such as mobile-TV, video
messaging, & telemedicine have increased impact of
multimedia & its security on our personal lives. For example, a
significant increase in application of distributed video
surveillance technology to monitor traffic & public places has
raised concerns regarding privacy & security of targeted

subjects.

Multimedia content encryption has attracted more & more
researchers & engineers owing to challenging nature of problem
& its interdisciplinary nature in light of challenges faced with
requirements of multimedia communications, multimedia

retrieval, multimedia compression & hardware resource usage.
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Fig 5 Joint scrambling & compression framework
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Fig 6 Pre-compression encryption scheme proposed by Pazarci
& Diplin. scrambler allows unauthorized user to have an
arbitrarily degraded view of program, yet is totally transparent
to MPEG-2 compres

[5] Implementation

In order to simulate encryption & decryption of multimedia file

we need following:
Hardware Requirements

e CPU (1GHZ or above)


https://en.wikipedia.org/wiki/File:AES-MixColumns.svg
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We have make reading of packet transmission time in different

cases such as fiber optic, coaxial, twisted pair cable
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Fig 7 Analysis of transmission

speed of packet in case of

Sno Security_Level H L | Avg

1 Layerl(cr) 20 |40 30

2 Layer2(ip) 15 301|225

3 Layer3(otp) 10 | 20|15

4 L1+L2 40 |80 |60

5 L1+L3 35 |70 | 525

6 L2+L3 30 |60 |45
L1+L2+L3(slow 11

7 _net) 55 |0 |825
L1+L2+L3(avg_ 10

8 net) 50 |0 |75
L1+L2+L3(High

9 _net) 48 196 |72

10 L1+L2(avg_net) |45 |90 | 67.5

11 L1+L3(avg_net) | 40 |80 | 60

12 L2+L3(avg_net) |35 |70 | 52.5

Table 1 Data in case of Fiber optics

Fiber optics

Sn. | Security Level H L Avg
1 Layerl(cr) 25 50 37.5
2 Layer2(ip) 20 40 30

3 Layer3(otp) 15 30 22.5
4 L1+L2 45 90 67.5
5 L1+L3 40 80 60

6 L2+L3 35 70 52.5
7 L1+L2+L3(slow_net) |60 | 120 |90

8 L1+L2+L3(avg_net) 55 110 | 825
9 | L1+L2+L3(High net) |53 [106 | 795
10 | L1+L2(avg_net) 50 100 |75
11 | L1+L3(avg_net) 45 90 67.5
12 | L2+L3(avg_net) 40 80 60

Table 2 Data in case of Coaxial Cable
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Fig 8 Analysis of transmission speed of packet in Fig 9 Analysis of transmission speed of packet in case of
Wireless network
Sno | Security_Level H L Avg
[6] Conclusion
1 Layer1(cr) 30 60 45 The main idea behind research is to integrate
- encryption into compression operation by parameterization of
2| Layer2(ip) 25 |50 | 375 yPHo! pression op Y pate
compression blocks, & (in general) not modifying compressed
3 Layer3(otp) 20 40 30 bits. Two main compression blocks where these techniques had
been applied are Wavelet Transform & Entropy Coding.
4 L1+L2 50 | 100 |75 Encryption into a single operation makes it feasible for cloud
servers, mobile & embedded devices to ensure multimedia
5 L1+L3 45 90 67.5 . - . . .
security within their low power budgets. By integrating
6 L2+L3 20 ) 60 compression & encryption operations into one these approaches
reduce latency of encryption operation which is useful for real-
7 L1+L2+L3(slow_net) | 65 130 97.5 time video delivery. Our research typically do not change

compressed bit streams themselves but change way compressed

8 | L1+L2+L3(avg_net) |60 | 120 |90 bitstream is obtained. This integration allows exploiting

L1+L2+L3(High_net hierarchical signal representation in a transform domain, as used

by most image & video compression techniques, in order to

9 ) 58 116 87 . S .
provide advanced functionalities required by many modern
10 | L1+L2(avg_net) 55 | 110 | 825 applications.
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