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ABSTRACT: Inspired by the cloud computing characteristics like pay per use, rapid

elasticity, scalable, on demand self service, secure and economical. The motivation for H
cloud computing was initially driven by large scale resource intensive government 9

application, that require more computational, network and storage resources then a single
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computer, cloud provides in a single administrative domain. Cloud Server is giving importance to its digital collections of multimedia

data. The multimedia data are becoming main source of information in a library and the preferred mode of acquisition for collection

development. Research studies reveal that any authentication mechanism related to web applications and cloud should provide high

security, easy to use interface and support user mobility. Customers prefer to access their applications from different locations and

different devices such as desktop, laptop, PDA, smart phones, cell phones etc.
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[1] Introduction

Cloud Based Government Information System

Cloud computing system has various advantages over traditional
client server architecture of the government information system.
Governments around the world have started using cloud
computing models instead of traditional client server
architecture due to advantages of cloud computing. In many
cases government is the leader in deployment of cloud
computing model across the wide economy [1]. The government
contains general data and information for citizens but it also
contains critical data which needs high security.
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Fig 1 Cloud computing

Information System and Security:
Information System: — The system which processes the data to

produce some result in human understandable form is called
the information system. Information system connects the
computer and user by producing information in some
meaningful form. Information system processes data as per the
requirement of user and produces required result in the form of
information. Information systems are used to capture, create,
store, process or distribute classified information with the help
of information and communication technology (ICT).

[2] Tools & Technology

Authentication Attacks In Cloud

Research studies reveal that any authentication mechanism
related to web applications & cloud should provide high
security, easy to use interface & support user mobility.
Customers prefer to access their applications from different
locations & different devices such as desktop, laptop, PDA,
smart phones, cell phones etc. Those needs pose significant
requirements to security of applications. broad range of user
requirements introduces wide range of attack vectors in cloud

that makes security of cloud applications a thought provoking
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matter. Cloud service providers want to ensure that only
legitimate user are accessing their services & this points out to
requirement of a strong user authentication mechanism. But
there exists numerous attacks that could create loop holes in
authentication mechanism & hence identifying most secure
authentication mechanism within high user acceptability is a big
challenge in cloud environment. Thus an in-depth idea of
attacks on authenticity & corresponding prevention techniques
are required to draft a fool proof authentication mechanism for

cloud environment.
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Fig 2 In SubBytes step, each byte in state is replaced with its
entry in a fixed 8-bit lookup table, S; bj; = S(a;)).

The ShiftRows step
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Fig 3 In ShiftRows step, bytes in each row of state are shifted
cyclically to left. number of places each byte is shifted differs

for each row.

The MixColumns step
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Fig 4 In MixColumns step, each column of state is multiplied

with a fixed polynomial c(x).
[3] Proposed Work

Security is becoming an escalating concern in an increasingly
multimedia defined world. recent emergence of embedded
multimedia applications such as mobile-TV, video messaging,
& telemedicine have increased impact of multimedia & its
security on our personal lives. For example, a significant
increase in application of distributed video surveillance
technology to monitor traffic & public places has raised

concerns regarding privacy & security of targeted subjects.

Multimedia content encryption has attracted more & more
researchers & engineers owing to challenging nature of problem
& its interdisciplinary nature in light of challenges faced with
requirements of multimedia communications, multimedia

retrieval, multimedia compression & hardware resource usage.


https://en.wikipedia.org/wiki/File:AES-SubBytes.svg
https://en.wikipedia.org/wiki/File:AES-ShiftRows.svg
https://en.wikipedia.org/wiki/File:AES-MixColumns.svg
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Data Analysis work
y, S | o
K, i, We have make reading of packet transmission time in different
Frame Frame cases such as fiber optic, coaxial, twisted pair cable
packaging packaging
Sno Security_Level H |L |Avg
Transform (DCT Inverse Tramform
or DWT) (DCT or DWT)
l 1 Layerl(cr) 20 |40 30
Keyef  Selbctive Keyof Seloctivede .
Lmlb'_'nx_ Lnfm_ 2 Layer2(ip) 15 |30 | 225
Compression Decompression 3 Layer3(otp) 10 |20 | 15
l I 4 L1+L2 40 |80 | 60
o a2,
""e:,,ff», ""e:,,’:’fv 5 L1+L3 35 |70 | 525
6 L2+L3 30 |60 |45
Fig 5 Joint scrambling & compression framework
L1+L2+L3(slow 11
h% 7 _net) 5 |0 | 825
g i
L1+L2+L3(avg_ 10
ey Selective eyl Selective de- 8 net 50 |0 |75
Key S : Key = : )
MPEG MPE' G L1+L2+L3(High
Compression Decompression 9 net) 48 96 | 72
l 10 L1+L2(avg_net) |45 |90 | 67.5
> >
.y 4,
, "(;;,)/"}/ “, 4(:;/47},
“ 2 11 L1+L3(avg_net) |40 |80 | 60
Fig 6 Pre-compression encryption scheme proposed by Pazarci 12 L2+L3(avg_net) |35 |70 | 525

& Diplin. scrambler allows unauthorized user to have an Table L Data in case of Fiber optics
arbitrarily degraded view of program, yet is totally transparent

to MPEG-2 compres

[4] Implementation

In order to simulate encryption & decryption of multimedia file

we need following:
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Fig 7 Analysis of transmission speed of packet in case of
Fiber optics

Sn. | Security Level H L Avg

1 Layerl(cr) 25 50 37.5

2 Layer2(ip) 20 40 30

3 Layer3(otp) 15 30 22.5

4 L1+L2 45 190 67.5

5 L1+L3 40 |80 60

6 L2+L3 3% |70 52.5

7 L1+L2+L3(slow_net) [60 | 120 |90

8 L1+L2+L3(avg_net) 55 110 | 825

9 L1+L2+L3(High_net) |53 |106 | 79.5

10 | L1+L2(avg_net) 50 100 |75

11 | L1+L3(avg_net) 45 90 67.5

12 | L2+L3(avg_net) 40 80 60

Table 2 Data in case of Coaxial Cable
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Fig 8 Analysis of transmission speed of packet in
Sno | Security_Level H L Avg
1 Layerl(cr) 30 60 45
2 Layer2(ip) 25 50 37.5
3 Layer3(otp) 20 40 30
4 L1+L2 50 100 75
5 L1+L3 45 90 67.5
6 L2+L3 40 80 60
7 L1+L2+L3(slow_net) | 65 130 97.5
8 L1+L2+L3(avg_net) | 60 120 | 90
L1+L2+L3(High_net
9 ) 58 | 116 |87
10 | L1+L2(avg_net) 55 | 110 | 825
11 L1+L3(avg_net) 50 100 |75
12 L2+L3(avg_net) 45 90 67.5

Table 3 Data in case of Twisted Cable
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Fig 9 Analysis of transmission speed of packet in case of
Wireless network

[5] Future Scope

The main idea behind research is to integrate encryption into
compression operation by parameterization of compression
blocks, & (in general) not modifying compressed bits. Two
main compression blocks where these techniques had been
applied are Wavelet Transform & Entropy Coding.

Encryption into a single operation makes it feasible for cloud
servers, mobile & embedded devices to ensure multimedia
security within their low power budgets. By integrating
compression & encryption operations into one these approaches
reduce latency of encryption operation which is useful for real-
time video delivery. Our research typically do not change
compressed bit streams themselves but change way compressed
bitstream is obtained. This integration allows exploiting
hierarchical signal representation in a transform domain, as used
by most image & video compression techniques, in order to
provide advanced functionalities required by many modern
applications.

[6] Conclusion

Providing security for many Multimedia applications like Video
on-Demand service, broadcasting a video, video-conferencing

and multimedia mails is must. A secured video transmission

ensures the user such that no unapproved eavesdroppers can get
the information from the video while it’s being sent to receiver
i.e. the users those who paid for these services can only watch
the videos and movies. If the video is more redundant it helps
the attacker to easily rebuild the original video file. Data such as
text and program code has less redundancy when compared to
videos in its structure. All these factors make providing security
for a MPEG video more challenging. Providing security for
these MPEG video transmission involves in encrypting parts of
the MPEG bit stream or the entire bit stream.
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