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Abstract: Cloud computing proposes new ways to provide services. These
pioneering technical and pricing opportunities bring changes in the way
business operated. Cloud computing is a new label to a traditional idea.
Cloud computing is a set of resources provided by cloud service provider 9" 772
through internet. Lack of security is the only barrier in wide adoption of
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cloud computing. The rapid growth of cloud computing has brought many security challenges for users. Cloud
computing offers many benefits, but it also is vulnerable to threats.

[1] Introduction

Cloud computing is the unique computing
technology. Cloud computing is group of resources
that are being allocated on demand. Cloud computing
proposes new ways to provide services. These
pioneering technical and pricing opportunities bring
changes in the way business operated. Cloud
computing is a new label to a traditional idea. Cloud
computing is a set of resources provided by cloud
service provider through internet. Cloud services are
distributed from data centers sited all over the world.
Cloud computing allows users to use the virtual
resources. Cloud computing grabbed the spotlight in
few years. Example of cloud services are Google
Engine, Office 365, Oracle Cloud. As the cloud
computing is growing rapidly it also leads to severe
security concerns.

[11]Cloud Computing Model

Cloud computing is a model for enabling convenient,
on-demand network access to a shared pool of
configurable computing resources (e.g., networks,
servers, storage, applications, and services) that can
be rapidly provisioned and released with minimal
management effort or service provider interaction.
However, cloud computing technology challenges
many traditional approaches to datacenter and
enterprise application design and management. The
effectiveness and efficiency of traditional protection
mechanisms are being reconsidered as the
characteristics of this innovative deployment model
can differ widely from those of traditional
architectures. An alternative perspective on the topic
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of cloud security is that this is but another, although
quite broad, case of "applied security” and that
similar security principles that apply in shared multi-
user mainframe security models apply with cloud
security. It is the very nature of cloud computing-
based services, private or public, that promote
external management of provided services.

Cloud Models are as follow

e Delivery Models

— SaaS

— PaaS

— laaS

o Deployment Models

—  Private cloud

—  Community cloud

—  Public cloud

— Hybrid cloud
Private Cloud
Private cloud is the phrase used to describe a cloud
computing platform that is implemented within the
corporate firewall, under the control of the IT
department. A private cloud is designed to offer the
same features and benefits of public cloud systems,
but removes a number of objections to the cloud
computing model including control over enterprise
and customer data, worries about security, and issues
connected to regulatory compliance.
Public Cloud
A public cloud is one based on the standard cloud
computing model, in which a service provider makes
resources, such as applications and storage, available
to the general public over the Internet. Public cloud
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services may be free or offered on a pay-per-usage
model.

Hybrid Cloud

A hybrid cloud is a cloud computing environment in
which an organization provides and manages some
resources in-house and has others provided
externally. For example, an organization might use
apublic cloud service, such as Amazon Simple
Storage Service (Amazon S3) for archived data but
continue to maintain in-house storage for operational
customer data.

The hybrid approach allows a business to take
advantage of the scalability and cost-effectiveness
that a public cloud computing environment offers
without exposing mission-critical applications and
data to third-party vulnerabilities. This type of hybrid
cloud is also referred to as hybrid IT.

Hybrid Cloud
Horizontal workload placement™
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Fig.1 Hybrid Cloud
[IH]Challenges
Lack of security is the only barrier in wide adoption
of cloud computing. The rapid growth of cloud
computing has brought many security challenges for
users. Cloud computing offers many benefits, but it
also is vulnerable to threats. One of the main threat
exist today is the problem of unauthorized users or
entities. For avoiding this problem the new technique
is developed in this cloud computing is that data
owners may share their outsourced data with a large
number of users, who might want to only retrieve
certain specific data files they are interested in during
a given session.
[IVV]Proposed Implementation
Proposed Cryptrography

Encryption Steps:-

«  Encryption of plaintext that is to be send by
the sender using encryption from secret
picture which is actually sender’s private
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key and thus generating cipher text using
DES.

*  Further, it will carry out the processon secret
picture by the use of covered picture which
is receiver’s public key and thus encrypting
with Rivers Shamir Adleman algorithm i.e.
RSA.

» Adigital envelope is sent to receiver having
cipher text and picture so encrypted.

Decryption Steps:-
The Decryption of the message received from
sender’s side will occour as follow:

» Digital envelope will reach receiver’s side.

* Digital envelope will be opened to get
encrypted picture and decrypt using its own
private key with RSA algorithm and receiver
get secret picture.

e Cipher text will be changed using planet
extusing secret picture applying DES.

e Thus receiver will get the plain text.

Proposed Socket implementation after proposed
Cryptography
Here we will create our server and client
communication protocol using own port using socket
programming.
1. First step is to create server side port
using following algorithm

o Create ServerSocket object using our
own port 6666.
e Accept client request using Server
socket object.
e Receive data from client in form of
input data stream object.
e Convert data stream object to string
e Input data stream is in form of cipher
data  decrypted using  proposed
algorithem.
e  Close the Connection
2. Second step is to create Client side
interface to connect to server.
o Create ServerSocket object using our own
port 6666 to connect to server
e Encrypt data before sending.
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e Send data using data output stream object.
e  Clean output buffer.

e Close the connection.
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Socket Programming
Let's see a simple of socket programming in

which client sends a text and server receives it.

File: MyServer.java
import java.io.*;
import java.net.*;
public class MyServer {
public static void main(String[] args){
try{
ServerSocket ss=new ServerSocket(6666);
Socket s=ss.accept();//establishes connection
DatalnputStream dis=new DatalnputStream(s.getInput
Stream());
String str=(String)dis.readUTF();
System.out.printIn(""message= "+str);
ss.close();
Jcatch(Exception e){System.out.printin(e);}
}
}
File: MyClient.java
import java.io.*;
import java.net.*;
public class MyClient
{
public static void main(String[] args)
{
try
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{
Socket s=new Socket("localhost",6666); DataOutputS

tream dout=new DataOutputStream(s.getOutputStrea
m());

dout.writeUTF("Hello Server");

dout.flush();

dout.close();

s.close();

}

catch(Exception e)

{
System.out.printin(e);

}
}

}

To execute this program open two command prompts
and execute each program at each command prompt
as displayed in the below figure.

C:Nnew?> javac MyServer. java

C:\new?> java MyServer
message= Hello Server

C:N\new>

Fig 3. Execution of server
After running the client application, a message will
be displayed on the server console.

C:\new> javac MyCllient. java
C:\new> java MyClient
C:N\new>

Fig 4. Execution of Client

[V] Future Scope and Conclusion

We have enhanced the security by enhancing
encryption algorithm.

Here we have also defined our own ports for server
and client and defined new rules for encryption and
decryption this will definitely improve the security
mechanism in Cloud computing environment.
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