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Abstract— Cloud Computing provides us means of accessing the applications as utilities over the Internet. It allows us to create,

configure, and customize the applications online.
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I. Introduction to Cloud Computing [8]

In computer networking, cloud computing is computing that
involves a large number of computers connected through a
communication network such as the Internet, similar to utility
computing.

A. What is Cloud?

The term Cloud refers to a Network or Internet. In other
words, we can say that Cloud is something, which is present at
remote location. Cloud can provide services over public and
private networks, i.e., WAN, LAN or VPN. Applications such
ase-mail, web conferencing, customer relationship
management (CRM) execute on cloud.

B. What is Cloud Computing?

Cloud Computing refers to manipulating,
configuring, and accessing the  hardware and  software
resources remotely. It offers online data storage, infrastructure,
and application.

Fig 1.
Cloud computing offers platform independency, as the
software is not required to be installed locally on the PC.
Hence, the Cloud Computing is making our business
applications mobile and collaborative.
C. Basic Concepts

There are certain services and models working behind the
scene making the cloud computing feasible and accessible to
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end users. Following are the working models for cloud
computing:

o Deployment Models
e Service Models

I1. Deployment Models

Deployment models define the type of access to the cloud, i.e.,
how the cloud is located? Cloud can have any of the four types
of access: Public, Private, Hybrid, and Community.

Fig 2.

a) Public Cloud

The public cloud allows systems and services to be easily
accessible to the general public. Public cloud may be less
secure because of its openness.

b) Private Cloud
The private cloud allows systems and services to be

accessible within an organization. It is more secured because
of its private nature.

¢) Community Cloud
The community cloud allows systems and services to be
accessible by a group of organizations.

d) Hybrid Cloud
The hybrid cloud is a mixture of public and private cloud, in
which the critical activities are performed using private cloud
while the non-critical activities are performed using public
cloud.

2) Service Models
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Cloud computing is based on service models. These are
categorized into three basic service models which are -

e Infrastructure-as—a-Service (laaS)
o Platform-as-a-Service (PaaS)

o Software-as-a-Service (SaaS)

Anything-as-a-Service (XaaS) is yet another service model,
which includes Network-as-a-Service, Business-as-a-Service,
Identity-as-a-Service, Database-as-a-Service or Strategy-as-a-
Service.

The Infrastructure-as-a-Service (laaS)is the most basic
level of service. Each of the service models inherit the security
and management mechanism from the underlying model, as
shown in the following diagram:

Application

Platform

Infrastructure

Fig 3.
a) Infrastructure-as-a-Service (laaS)

laaS provides access to fundamental resources such as
physical machines, virtual machines, virtual storage, etc.

b) Platform-as-a-Service (PaaS)

PaaS provides the runtime environment for applications,
development and deployment tools, etc.

¢) Software-as-a-Service (SaaS)

SaaS model allows to use software applications as a service to
end-users.

111 Security in the Cloud [9]

Security in the world of information technology has
become a popular topic within the industry and
within the media. It is not uncommon to read about
successful hacker exploits against consumers,
business or government. As witnessed by the July,
2012 Dropbox security breach (Strauss, 2012) or the
6 million passwords that were stolen from
eHarmony and LinkedIn, risks associated with
Cloud computing are not necessarily reduced.
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Virtual switches and the hypervisor are two
examples of points of attack that are not present in
the traditional data center. The attack surface can be
defined as our exposure.

Exposures are the vulnerabilities that are exploitable
by the attacker (Northcutt, 2012).

Consequently, an increased attack surface may
increase security risks of Cloud security [7]
providers if the risks are not properly managed.

Risks can be decreased for small and medium sized
business because there may be a lack of staff with
specialization in information security whereas
Cloud Service Providers (CSP) will have
specialized staff that focus on information security.
Because of economies of scale, it is cheaper to
utilize a CSP than to design a high availability data
center.

IV Existing security Mechanism

Much of the theoretical work in cryptography[4] concerns
cryptographic primitives—algorithms with basic cryptographic
properties—and their relationship to other cryptographic
problems. More complicated cryptographic tools are then built
from these basic primitives. These primitives provide
fundamental properties, which are used to develop more
complex tools called cryptosystems or cryptographic
protocols, which guarantee one or more high-level security
properties.

Note however, that the distinction between cryptographic
primitives and cryptosystems, is quite arbitrary; for example,
the RSA algorithm is sometimes considered a cryptosystem,
and sometimes a primitive. Typical examples of cryptographic
primitives include pseudorandom functions, one-way
functions, etc.
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Fig 4.

One or more cryptographic primitives are often used to
develop a more complex algorithm, called a cryptographic

system, or cryptosystem.
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Cryptosystems are designed to provide particular functionality
(e.g. public key encryption) while guaranteeing certain
security properties. Cryptosystems use the properties of the
underlying cryptographic primitives to support the system's
security properties.

Of course, as the distinction between primitives and

cryptosystems is somewhat arbitrary, a sophisticated

cryptosystem can be derived from a combination of several

more primitive cryptosystems.

Key generation

When used with asymmetric ciphers for key transfer,
pseudorandom key generators are nearly always used to
generate the symmetric cipher session keys.

However, lack of randomness in those generators or in their
initialization vectors is disastrous and has led to cryptanalytic
breaks in the past.

Therefore, it is essential that an implementation uses a source
of high entropy for its initialization.

Basic algorithm and terminology

RSA encryption and decryption are essentially mathematical
operations. They are what are termed exponentiation, modulo
a particular number.

Because of this, RSA keys actually consist of numbers
involved in this calculation, as follows:

« the public key consists of the modulus and a
public exponent;

o the private key consists of that same
modulus plus a private exponent.

" Key Generation
Select p, q p. q both pnme, p=q
Calculae n= pxq
Calculage §(n) = (p-13(g-1)
Select integer ¢ gcdig{n)el=1; 1<e< o{nj
Calculae d
Public key KU = {e, n}
Private key KR = {d n)
Encryption
Plaintext M<n
Ciphertext: C=M*(mod n)
Decryption
Ciphertext C
Plaintext M =C4{mod n)
Fig 5.
V Challenges
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» Intruders: those who capture the packet and
alter the information

» Users with limited privileges should not be
able to access unauthorized information

» Crypto analyst: those who decrypt cipher
text into plain text without key

VI Objective and Methodology

There are multiple enhancements
mechanism.

1. The presence of intruder should be detected
to prevent an unauthorized access of
information by adding some delimiter at the
end of encrypted text and same delimiter
should be used during decryption.

in security

2. Some time information to be sent are
multiple and merged using delimiter into
plain text then at the time of decryption plain
text is split again in multiple pieces of
information.

3. Allow authentic access to the information on
the basis of privilege levels of user.

4. To protect information from cryptanalyst IP
Filter would be attached in decryption
module

VIl Future scope and Conclusion

Business and government will continue to move a
Cloud environment in an effort to reduce costs,
improve efficiencies and reduce administrative
overhead. Delivering IT services via the Cloud
portends to be a time saver, a money saver and
allow for better efficiencies. This new paradigm of
computing offers many benefits but it also increases
security risks.

The delivery of computing resources in a Cloud
environment is elastic, available on demand and
convenient for the customer. While not mandatory,
virtualization of the data center is important to
achieve economies of scale that enable services to
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be provided at a lower cost than a traditional data
center. While virtualization reduces some security
risks, others are increased because the attack surface
in a Cloud service increases.

Traditional security methods are still relevant in the
Cloud but are implemented in a virtual means. In a
virtualized Cloud environment customers are
segregated into separate security zones called multi-
tenancy. Virtual NICs, virtual switches and port
groups add complexity but allow a multi-tenant
environment.
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