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Abstract: Iris recognition is an automated method of biometric 

identification that uses mathematical pattern-recognition techniques on 

video images of one or both of the irises of an individual's eyes, whose 

complex random patterns are unique, stable, and can be seen from some 

distance. Not to be confused with other, less prevalent, ocular-based 

biometric technologies such as retina scanning, iris recognition uses 

video camera technology with subtle near infrared illumination to acquire images of the detail-rich, intricate 

structures of the iris which are visible externally. Digital templates encoded from these patterns by mathematical and 

statistical algorithms allow the identification of an individual or someone pretending to be that individual. Databases 

of enrolled templates are searched by matcher engines at speeds measured in the millions of templates per second 

per (single-core) CPU, and with remarkably low false match rates. 

[I] IRIS RECOGNITION SYSTEMS 

The iris-scan process begins with a photograph. A 

specialized camera, typically very close to the 

subject, not more than three feet, uses an infrared 

imager to illuminate the eye and capture a very high-

resolution photograph. This process takes 1 to 2 

seconds. 

Several hundred millions of persons in several 

countries around the world have been enrolled in iris 

recognition systems, for convenience purposes such 

as passport-free automated border-crossings, and 

some national ID systems based on this technology 

are being deployed. A key advantage of iris 

recognition, besides its speed of matching and its 

extreme resistance to false matches, is the stability of 

the iris as an internal and protected, yet externally 

visible organ of the eye. 

 

                        Fig: Human eye 

[II] Iris as a powerful identifier 

Iris is the focus of a relatively new means of 

biometric identification. The iris is called the living 

password because of its unique, random features. It is 

always with you and cannot be stolen or faked. The 

iris of each eye is absolutely unique. The probability 

that any two irises could be alike is one in 10 to 78
th

 

power the entire human population of the earth is 

roughly 5.8 billion. So no two irises are alike in their 

details, even among identical twins. Even the left and 

right irises of a single person seem to be highly 

distinct. Every iris has a highly detailed and unique 

texture that remains stable over decades of life. 

Because of the texture, physiological nature and 

random generation of an iris artificial duplication is 

virtually impossible.  

[III] PROPERTIES OF THE IRIS 

The properties of the iris that enhance its suitability 

for use in high confidence identification system are 

those following: 

1. Extremely data rich physical structure about 400 

identifying features 

2. Genetic independence no two eyes are the same. 

3. Stability over time. 

4. Its inherent isolation and protection from the 

external environment. 

5. The impossibility of surgically modifying it 

without unacceptable risk to vision. 

6. Its physiological response to light, which provides 

one of several natural tests 

against artifice. 

7. The ease of registering its image at some distance 

forms a subject without 

physical contact. unobtrusively and perhaps 

inconspicuously 
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Before crop 

 

After Crop 

Step 7: Now find the edge of cropped eye 

 

Step 8: Take the histogram from matrix of edge 

based iris compare both histogram 

 

   

           

[VIII]APPLICATIONS 

Iris-based identification and verification technology 

has gained acceptance in a number of different areas. 

Application of iris recognition technology can he 

limited only by imagination. The important 

applications are those following:  ATM and iris 

recognition: in U.S many banks incorporated iris 

recognition technology into ATM for the purpose of 

controlling access to one bank accounts. After 

enrolling once (a 30 second process), the customer 

need only approach the ATM, follow the instruction 

to look at the camera, and be recognized within 2-4 

seconds. The benefits of such a system are that the 

customer who chooses to use bank ATM with iris 

recognition will have a quicker, more secure 

transaction. Tracking Prisoner Movement: The 

exceptionally high levels of accuracy provided by iris 

recognition technology broadens its applicability in 

high risk, high-security installations. Iris scan has 

implemented their devices with great success in 

prisons in Pennsylvania and Florida. By this any 

prison transfer or release is authorized through 

biometric identification. Such devices greatly ease 

logistical and staffing problems. Applications of this 

type are well suited to iris recognition technology. 

First, being fairly large, iris recognition physical 

security devices are easily integrated into the 

mountable, sturdy apparatuses needed or access 

control, The technology phenomenal accuracy can be 

relied upon to prevent unauthorized release or 

transfer and to identify repeat offenders re-entering 

prison under a different identity. Computer login: 

The iris as a living password. 

 National Border Controls: The iris as a living 

password. Telephone call charging without cash, 

cards or PIN numbers. Ticket less air travel.  

Premises access control (home, office, laboratory 
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etc.). Driving licenses and other personal certificates. 

Entitlements and benefits authentication. Forensics, 

birth certificates, tracking missing or wanted person  

Credit-card authentication. Automobile ignition and 

unlocking; anti-theft devices.  Anti-terrorism (e.g.: 

suspect Screening at airports)  Secure financial 

transaction (e-commerce, banking).  Internet security, 

control of access to privileged information.  

Biometric key Cryptography for 

encrypting/decrypting messages 

[IX] IRIS RECOGNITION: 

CHALLENGES 

Every biometric technology has its own challenges. 

When reviewing test results, it is essential to consider 

the environment and protocols of the test. Much 

industry testing is performed in laboratory settings on 

images acquired in ideal conditions. Performance in a 

real world application may result in very different 

performance as there is a learning curve for would-be 

user of the system and not every candidate will enroll 

properly or quickly the first time. There are some 

issues which affect the functionality and applicability 

of iris recognition technology in particular.  

[X] FUTURE SCOPE 

In future iris recognitions process is found most 

secure as compared to other biometric techniques. 

And it may be useful to enhance secure transaction in 

banks and other financial organization. However 

there are many challenges in frequent use of this 

technology but in future due to advent of new 

technology it would be possible to use this 

technology easily. Enterprise and government both 

acknowledge the convergence of physical and 

information security environments, but there are new 

security challenges on the horizon - just-in-time 

inventory control, sophisticated supply chain 

management, and even a phenomenon called 

"coopetition"-in which companies that compete in 

some areas, cooperate in others. Managing this 

convergence of physical and information security 

requirements now drives security system architecture 

design and implementation, and is an increasingly 

key factor in biometric technology selection. 

Managing convergence will only become a more 

complex task because as the IT and communications 

becomes increasingly wireless, the need for robust 

identity management will become more acute. Iris ID 

sees iris technology as a natural "fit" for in the 

physical, infosec, and wireless arenas. We envision a 

day when iris recognition technology will be 

deployed in ways that eliminate fraud, provide non-

repudiation of sales, authenticate funds transfers, 

provide signature verification, credit card 

authorization, and authorized access to healthcare 

records, intellectual property, and so much more. 

This growing need, as well as Iris ID competence in 

iris technology, coupled with core interests in IT and 

wireless, provides the impetus for design efforts for 

the future - and makes Iris ID the one to watch for 

new developments in identity management tomorrow 

and beyond. 
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