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ABSTRACT: This paper discusses the enhancement of security in order to tack the 

BRUTEFORCE and TIMING ATTACK in networked environment. The proposed 

work has provided more secure approach as compare to traditional security 

mechanism. This paper discusses the tools and technology used to implement 

proposed work. The results of simulations represent that the proposed work is more 

immune to BRUTEFORCE and TIMING attack as compare to tradition system.  
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[1] INTRODUCTION 

SECURITY 

It is the term which is used for the protection of digital information in information technology .It protects them 

from all the different kind of threats. These threats can be internal and external, malicious and accidental 

threats. This defense includes detection, prevention and response to threats through the use of software tools 

and IT services. Data security also protects data from corruption. So it has been considered big issues. These 

security technologies involve data masking, data removal backups.   

 

 

 

 

 

 

 

 

 

                                                                     Fig 1 Security 

At time of authentication, users must provide a password, code, biometric data, or some other form of data in 

order to verify his identity. 
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Security is important in all types of enterprises and organizations  . It also important also in small size 

industries. Weak security can result in compromised systems.  It may be due to either by a malicious  

unintentional internal threat. Financial penalties will be imposed  on the organization  if their security standards 

are not up to the level  that are regulated by  law. 

 

 

 

 [2] TOOLS AND TECHNOLOGY  

JAVA 

Java is a programming language. It works on computing platform. It was developed by Sun Microsystems in 

1995. Lots of applications websites are there that do not work unless Java is installed.  

MATLAB 

MATLAB is known as Language of Technical Computing. It is considered as a high-level language within 

interactive environment. Matlab enables us to perform computationally tasks quicker as compare to other 

programming languages such as C, C++, & FORTRAN. 

 [3]  PROPOSED WORK 

We are going to enhance security system in order to protect from attacks at application layer. There is 

threat of attack from hacker and we will develop of proposed model to tackle application layer level attack. 

Here we need to develop a server & client application in order to secure data at application layer.   
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Fig 2 PROPOSED WORK 

 

Encoded data is transmitted to client at receiver end decoded data is captured.  Security has been introduced to 

tackle FTP, HTTP, man in middle, SQL injection attack. 

After development & testing of proposed work comparative analysis between traditional & proposed 

application layer security mechanism is discussed. 

[4] RESULT AND DISCUSSION 

GUI INTERFACE FOR CLIENT 

This is the file sender interface that would send data to the server. Here the user id, password, port 

number, ip address, path of file to be send along with security token and AES CODE. 

 

Fig 3 Sender side application 

GUI INTERFACE FOR SERVER 

This is the file sender interface that would send data to the server. Here the port number, AES CODE, path of 

file to be received along with security token. 

Information to be 

used on client 
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Fig 4 Receiver side Application 

 

FILE FOR TRANSFER 

Following file would be transferred to the receiver from sender end. It may be notepad file. 

 

Fig 5 Transfer for file 

 

FILE RECEIVED 

Following file would be received at the receiver end. The content of that file would be same as file sent 

from sender end. 
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Fig 6 File Received 

ENCRYPTED FILE 

Here we have represented the content of file during transmission. It is cipher text that is not readable. If any 

person is going to hack that information then he would be unable to understand it.  

 

 

Fig 7 encrypted file 

COMPARATIVE ANALYSIS OF TRADITIONAL AND PROPOSED WORK IN CASE OF BRUTE 

FORCE  

No of 

packets 

TRADITIONAL PROPOSED 

WORK 

100 6 1 

200 8 2 

300 12 4 

400 15 6 

500 22 9 

600 31 13 

700 42 18 

800 51 23 

900 63 28 

1000 72 32 
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TABLE 1 TABLE TO COMPARE TRADITIONAL AND PROPOSED WORK IN CASE OF BRUTE 

FORCE 

 

Fig 8 COMPARATIVE ANALYSIS OF TRADITIONAL AND PROPOSED WORK IN CASE OF BRUTE 

FORCE  

COMPARATIVE ANALYSIS OF TRADITIONAL AND PROPOSED WORK IN CASE OF TIMING 

ATTACK 

No of packets TRADITIONAL PROPOSED 

WORK 

100 7 2 

200 10 4 

300 15 5 

400 21 8 

500 29 10 

600 39 14 

700 49 19 

800 62 25 

900 72 30 

1000 83 35 

TABLE 2 TABLE TO COMPARE TRADITIONAL AND PROPOSED WORK IN CASE OF TIMING 

ATTACK 
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FIG 9 COMPARATIVE ANALYSIS OF TRADITIONAL AND PROPOSED WORK IN CASE OF TIMING 

ATTACK 

 

[5] CONCLUSION 

The Conclusion of above research is that in case of secure transmission speed of data transmission is reduced. 

The speed of data transmission may increase in contrast of secure traditional work if packet size is reduced then. 

Proposed work provides better approach in order to tackle the issues related to brute force and timing attack. 

Network Security is the vital field. It is gaining attention on an increasing basis with the expansion of internet. 

The internet protocol of security threats was examined. It was tested to decide the important security 

technology. The technology of Security is based on software. Here numerous hardware devices have been used. 

Today development in the field of Security of network is not so affective. Hacking has both its benefits and 

risks.  There is a variety of Hackers. They are very diverse. They might bankrupt company or might protect 

data, increasing revenues for company. Ethical & creative hacking had been significant in Security of network, 

in order to ensure that company’s data had been well protected secure. At the same time the security permits a 

company to identify. It has to take remedial actions to solving loopholes. These loopholes persist in the security 

system. It might allow nasty hacker for breaching their security system.  

 

 [5] REFERENCES 

[1]. Bhawan Bhardwaj,2 Ankur Mittal, “ADVANCED MECHANISMS TO SECURE WIRELESS AD HOC 

NETWORK WITHPERFORMANCE ANALYSIS”  ISSN: 2278-6848, Volume: 08 Issue: 08 ,October - 

December 2017 



© INTERNATIONAL JOURNAL FOR RESEARCH PUBLICATION & SEMINAR 

ISSN: 2278-6848   |   Volume:  09  Issue: 04    |   July - September   2018 

Paper is available at   www.jrps.in   |    Email : info@jrps.in 

 

34 
 

[2]. Shahriar Mohammadi, Reza Ebrahimi Atani, Hossein Jadidoleslamy, “A Comparison of Link Layer Attacks 

on Wireless Sensor Networks”, Journal of Information Security, April 2011, pp. 69-84. 

[3]Wajeb Gharibi,  Maha Shaabi, “Cyber threats in social networking websites”, International Journal of 

Distributed & Parallel Systems (IJDPS), Vol.3, No.1, January 2012, pp. 119-126. 

[4]. Rupam, Atul Verma, Ankita Singh, “An Approach to Detect Packets Using Packet Sniffing, International 

Journal of Computer Science & Engineering Survey (IJCSES) ,Vol.4, No.3, June 2013, pp.21-33. 

[5]. Sharmin Rashid, Subhra Prosun Paul, “Proposed Methods of IP Spoofing Detection & Prevention, 

International”, Journal of Science & Research (IJSR), Volume 2, Issue 8, August 2013, pp.438-444. 

[6]. Mohan V. Pawar, Anuradha J, “Security of network and Types of Attacks in Network”, International 

Conference on Intelligent Computing, Communication & Convergence, 2015, pp. 503 – 506. 

[7]. MANJIRI N. MULEY, “ANALYSIS FOR EXPLORING THE SCOPE OF NETWORK SECURITY 

TECHNIQUES IN DIFFERENT ERA: A STUDY”, International Journal of Advanced Computational 

Engineering and Networking, Volume-3, Issue-12, Dec.-2015, pp. 33-36. 

[8]. Ankit Mehto, Prof. Hitesh Gupta, “A Review: Attacks and Its Solution over Mobile Ad-Hoc Network”, 

International Journal of Engineering Trends and Technology (IJETT), Volume 4, Issue 5, May 2013, pp. 2009-

2011. 

[9]. Ms.Neha KamdarAssistant Professor, Vinita Sharma Assistant Professor, Sudhanshu Nayak Assistant 

Professor, “A Survey paper on RFID Technology, its Applications and Classification of Security/Privacy 

Attacks and Solutions”, International Journal of Computer Science and Information Technology & Security 

(IJCSITS), Vol.6, No4, July-August 2016, pp.64-68. 

[10]. P.ARUNA DEVI, S.RANI LASKHMI, K.SATHIYAVAISHNAVI, “A Study on Security of network 

Aspects and Attacking Methods”, International Journal of P2P Network Trends and Technology, Volume3, 

Issue2, 2013, pp. 97-103. 

[11]. Mahendra Kumar, Ajay Bhushan,  Amit Kumar, “A Study of wireless Ad-Hoc Network attack and 

Routing Protocol attack”,  International Journal of Advanced Research in Computer Science and Software 

Engineering, Volume 2, Issue 4, April 2012, pp.31-33. 

[12]. Amandeep Kaur Grewal, Asst. Prof. Gurpreet Singh, “A Review on Attacks in Mobile Ad hoc Network 

(MANET)”, International Journal on Recent and Innovation Trends in Computing and Communication, 

Volume: 5 , Issue: 1, January 2017, pp. 119 – 124 

[13]. G.S. Mamatha, Dr. S.C. Sharma, “Network Layer Attacks and Defense Mechanisms inMANETS- A 

Survey”, International Journal of Computer Applications, Volume 9, No.9, November 2010, pp.12-17. 

[14]. Shahriar Mohammadi, Reza Ebrahimi Atani, Hossein Jadidoleslamy, “A Comparison of Link Layer 

Attacks on Wireless Sensor Networks”, Journal of Information Security, April 2011, pp. 69-84. 



© INTERNATIONAL JOURNAL FOR RESEARCH PUBLICATION & SEMINAR 

ISSN: 2278-6848   |   Volume:  09  Issue: 04    |   July - September   2018 

Paper is available at   www.jrps.in   |    Email : info@jrps.in 

 

35 
 

[15]. Wajeb Gharibi,  Maha Shaabi, “Cyber threats in social networking websites”, International Journal of 

Distributed & Parallel Systems (IJDPS), Vol.3, No.1, January 2012, pp. 119-126. 

[16]. Tongguang Ni, Xiaoqing Gu, Hongyuan Wang, & Yu Li, “ Real-Time Detection of Application-Layer 

DDOS Attack Using Time Series Analysis”, Journal of Control Science & Engineering, Volume 2013, pp.1-6. 

[17]. Hong-Ning Dai, QiuWang, Dong Li, & Raymond Chi-Wing Wong, “On Eavesdropping Attacks in 

Wireless Sensor Networks with Directional Antennas”, International Journal of Distributed Sensor Networks, 

Volume 2013, pp.1-13. 

[18]. Rupam, Atul Verma, Ankita Singh, “An Approach to Detect Packets Using Packet Sniffing, International 

Journal of Computer Science & Engineering Survey (IJCSES) ,Vol.4, No.3, June 2013, pp.21-33. 

[19]. Sharmin Rashid, Subhra Prosun Paul, “Proposed Methods of IP Spoofing Detection & Prevention, 

International”, Journal of Science & Research (IJSR), Volume 2, Issue 8, August 2013, pp.438-444.  

[20]. Mukesh Barapatre, Prof. Vikrant Chole, Prof. L. Patil, “A Review on Spoofing Attack Detection in 

Wireless Adhoc Network”, International Journal of Emerging Trends & Technology in Computer Science, 

Volume 2, Issue 6, November – December 2013, pp.192-195. 

[21]. Amandeep Kaur, Dr. Amardeep Singh, “A Review on Security Attacks in Mobile Ad-hoc Networks”, 

International Journal of Science & Research, Volume 3 Issue 5, May 2014, pp.1295-1299. 

[22]. Md. Waliullah, Diane Gan,  “Wireless LAN Security Threats & Vulnerabilities”,   International Journal of 

Advanced Computer Science & Applications, Vol. 5, No. 1, 2014, pp.176-183. 

[23]. P. Kiruthika Devi, Dr. R. Manavalan “Spoofing attack detection & localization in wireless sensor 

network”, International Journal of Computer Science & Engineering Technology, Vol. 5, No. 09, Sep 2014, 

pp.877-886. 

[24]. Barleen Shinh, Manwinder Singh, “A Review Paper on Collaborative Black Hole Attack in MANET”, 

International Journal of Engineering & Computer Science, Volume 3, Issue 12, December 2014, pp. 9547-9551. 

[25]. Ms. Vidya Vijayan, Ms. Josna P Joy, Mrs. Suchithra M S, “A Review on Password Cracking Strategies”, 

international Journal of Research in Computer & Communication Technology, 2014, pp.8-15. 



© INTERNATIONAL JOURNAL FOR RESEARCH PUBLICATION & SEMINAR 

ISSN: 2278-6848   |   Volume:  09  Issue: 04    |   July - September   2018 

Paper is available at   www.jrps.in   |    Email : info@jrps.in 

 

36 
 

[26]. Blessy Rajra M B, A J Deepa ME, “A Survey on Security of network Attacks & Prevention Mechanism”, 

Journal of Current Computer Science & Technology, Volume 5, No. 2, February 2015, pp.1-5. 

[27]. Venkadesh .S, K.Palanivel , “A Survey on Password Stealing Attacks & Its Protecting Mechanism”, 

International Journal of Engineering Trends & Technology (IJETT) , Volume 19, Number 4 , Jan 2015, pp.223-

226. 

[28]. Tuhin Das, “A Study on Identity Based Attack Detection and Localization by the Clustering in Wireless 

Sensor Network, International Journal of Computer Sciences and EngineeringOpen Access, Volume-04, Issue-

02, Feb 2016, pp. 96-99 . 

[29]. Amandeep Kaur, Sandeep Singh Kang, “Attacks in Wireless Sensor Network- A Review”, International 

Journal of Computer Sciences & Engineering, Vol.04, Issue 05, May 2016, pp.157-162. 

[30].  Albandari Mishal Alotaibi, Bedour Fahaad Alrashidi, Samina Naz  Zahida Parveen, “Security issues in 

Protocols of TCP/IP Model at Layers Level”,  International Journal of Computer Networks  Communications 

Security, VOL. 5, NO. 5, MAY 2017, pp. 96-104. 

 


