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Abstract: - An Intrusion Prevention System is a network 

security/threat prevention technology that audits network traffic 

flows to detect & prevent vulnerability exploits. There are two 

types of prevention system they are Network & Host. We are 

focusing on following objectives. So there had been need to 

focus on Establishment of Network Environment to test flow of 

packets & also need of Development of packet sender & receiver 

module. We had studied of existing Testing transmission delay 

in packet transmission & Testing processing delay during packet 

transmission. We also make study of testing queuing delay of network packets. 
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[1] INTRODUCTION 

An IDS is referred as burglar alarm. For 

example lock system in house protects house 

from theft. But if somebody breaks lock 

system & tries to enter into house, it is 

burglar alarm that detects that lock has been 

broken & alerts owner by raising an alarm. 

Moreover, Firewalls do a very good job of 

filtering incoming traffic from Internet to 

circumvent firewall. For example, external 

users could connect to Intranet by dialing 

through a modem installed in private 

network of organization; this kind of access 

cannot be detected by firewall. An Intrusion 

Prevention System (IPS) is a network 

security/threat prevention technology that 

audits network traffic flows to detect & 

prevent vulnerability exploits. 

 

 [2] FUNCTIONS OF IDS 

The IDS consist of four key functions 

namely, data collection, feature selection, 

analysis and Action. 

 Data collection 

This module passes data as input to IDS.  

Data is recorded into a file & then it is 

analyzed. Network based IDS collects & 

alters data packets & in host based IDS 

collects details like usage of disk & 

processes of system. 
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Feature Selection 

To select particular feature large data is 

available in network & they are usually 

evaluated for intrusion. For example, 

Internet Protocol (IP) address of source & 

target system, protocol type, header length 

& size could be taken as a key for intrusion. 

 

 Analysis 

The data is analyzed to find correctness. 

Rule based IDS analyze data where 

incoming traffic is checked against 

predefined signature or pattern. Another 

method is anomaly based IDS where system 

behavior is studied & mathematical models 

are employed to it. 

Action 

It defines about attack & reaction of system. 

It could either inform system administrator 

within all required data through email/alarm 

icons or it could play an active part in 

system by dropping packets so that it does 

not enter system or close ports . 

 

[3] PROBLEM STATEMENT 

In case of Intrusion detection there are 

several problems with existing system. 

Usually data is transferred from one IP to 

another IP using most commonly used 

protocol such as FTP, TELNET, HTTP. 

Second thing is that the probability of 

success of attack increases when data is 

large in size and sent as it is. So we have 

reduced the size of packets by exchanging 

contents of data file with some short words 

during send and original words are restored 

at receiving end. 

If huge Number of packets sent on common 

route then it becomes difficult to save data 

from intrusion detection attack. 

Third option is to reduce the number of 

packets in queue so that during routing it 

becomes easy to secure the packets from 

intrusion detection. 

 

 [4] IMPLEMENTATION 

Server Side Implementation 

In this project we have developed a server 

application as well as client application in 

Net bean IDE. As shown in following 

figure: 

 

Fig: 1 In server side we have made 

designing and written code to enable 



© INTERNATIONAL JOURNAL FOR RESEARCH PUBLICATION & SEMINAR 

ISSN: 2278-6848   |   Volume:  08  Issue: 05    |    April - June   2017 

Paper is available at   www.jrps.in   |    Email : info@jrps.in 

 

download option and disable download 

option 

Client side implementation 

Following is the design view for file client 

in order to upload and download data. Here 

we have to specify port no, file path, ip 

address of server and token (to encode data) 

 

Fig: 2 Code to implement UPLOAD on 

client side 

Result of output 

 

 

Fig 3 Comparative analysis of time taken 

to transfer packet 

 

 

Fig 4 Comparative analysis of error rates 

at the time of transfer data 

 

 

 

Fig 5 Comparative analysis of packet size 
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Fig 6 Comparative analysis of 

transmission time in case of secure and 

unsecured traditional and proposed work 

 

[5] CONCLUSION 

Our approach also provides practical 

advantages over many existing techniques 

whose application requires customized & 

complex runtime environments: It is defined 

at application level, requires no modification 

of runtime system, & imposes a low 

execution overhead. 

We are focusing on following objectives. So 

there had been need to focus on 

Establishment of Network Environment to 

test flow of packets & also need of 

Development of packet sender & receiver 

module. We had studied of existing Testing 

transmission delay in packet transmission & 

Testing processing delay during packet 

transmission. We also make study of testing 

queuing delay of network packets. 
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